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Introduction



Importance of fraud risk assessments inensuring
efficient public service delivery

Performing a fraud risk assessment is crucial for government agencies involved in
public service delivery for several reasons...

* Prevention

» Detection

* Resource Allocation
* Public Trust

« Compliance

_ } /" Overall, a fraud risk assessment is essential for
government agencies to uphold transparency,
accountability, and integrity in their operations,
ultimately leading to improved public service
delivery.




Overview of common types of fraud, waste, and
abuse ingovernmentagencies

Fraud, waste, and abuse in government agencies refer to various illegal or unethical activities
that result in financial losses, misuse of resources, or violation of policies and regulations. Here
are some common types...

* Embezzlement

 Bid-rigging

» False Claims

 Kickbacks and bribery

* Nepotism and favoritism

« Misuse of government resources:
« Conflict of interest:

* Fraudulent grant applications

» Fraudulent qualifications

« Data breaches and cybercrime

It's essential for government agencies to have robust
internal controls, whistleblower protections, and regular
audits to prevent and detect instances of fraud, waste,
and abuse.




Purpose and objectives of our training guide on
fraudrisk assessments

The purpose of our training guide is to provide you and your organizations with the
knowledge and tools necessary to assess and mitigate the risk of fraud within your
operations. The objectives include...

» Understanding the concept of fraud risk
assessment

* |dentifying internal and external fraud risks

» Assessing the likelihood and impact of fraud risks
» Developing a fraud risk assessment framework

» Conducting fraud risk assessments

* Documentation and reporting

* Implementing fraud prevention and mitigation
measures

« Continuous monitoring and improvement




Understanding Fraud
RISk Assessments



Definition and Scope of Fraud Risk Assessments

Fraud risk assessments refer to the process of identifying and evaluating potential
fraud risks within an organization. These assessments help organizations

understand their vulnerability to fraud and develop effective controls and strategies to
mitigate the risks.

The scope of fraud risk assessments typically
includes:

* |dentifying potential fraud risks

Assessing the likelihood and impact of fraud risks

Evaluating existing controls

Developing mitigation strategies

Monitoring and reassessment




Key components of arobust fraud risk
management framework

A robust fraud risk management framework should encompass the following key
components

Fraud Risk Assessment

Fraud Prevention Measures

Fraud Detection and Monitoring

Incident Reporting and Investigation
Response and Remediation

Continuous Improvement and Monitoring
« Governance and Oversight

By incorporating these key components,
organizations can develop a robust fraud risk
management framework that helps prevent, detect,
and effectively respond to

fraud incidents.

Source: GAO. | GAO-15-5938P

KPMG

10



Roles and responsibilities of government auditors
Infraudrisk assessments

Government auditors play a crucial role in conducting fraud risk assessments to ensure the
accountability and integrity of public resources. Roles and responsibilities in this process
include...

» Assessing the Control Environment

* Identifying Fraud Risks

« Conducting Interviews and Investigations

* Analyzing Internal Controls

+ Recommending Controls and Measures

 Collaborating with Law Enforcement

* Reporting Findings

* Monitoring and Follow-up

Government auditors play a critical role in safeguarding
public resources and ensuring that fraud risks are effectively
managed. Your expertise, objectivity, and attention to detail
assist in detecting and preventing fraudulent activities,

thereby promoting transparency and accountability in
government operations.
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Establishing the
Foundation for Frauc
RISk Assessments



Building awareness and support for fraud
preventioninitiatives

Building awareness and support for fraud prevention initiatives can be achieved
through several strategies...

* Engage with stakeholders

» Develop educational campaigns
 Collaborate with industry experts

» Advocate for policy changes

 Foster a culture of transparency and reporting
* Provide training and resources

 Establish partnerships with media outlets

* Monitor and share success stories

By engaging stakeholders, educating the public,
advocating for policy changes, and collaborating
with industry experts, you can make significant
strides in preventing fraud




Creating ananti-fraud culture withingovernment
dgerncles

Creating an anti-fraud culture within government agencies is essential to ensuring transparency,
accountability, and the fair use of public resources. Here are some steps that can be taken to
foster such a culture...

* Leadership commitment

« Communication and training

» Clearly defined policies and procedures
« Whistleblower protection

* Internal Controls

* Reward System

 Collaboration and Information Sharing
* Monitoring and evaluation

* Public awareness campaigns

« Continuous improvement

Creating an anti-fraud culture within government agencies
requires a long-term commitment and continuous effort at all
levels of the organization. By following these steps,
agencies can establish an environment where fraud is
actively discouraged, and integrity is upheld.
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[dentifying key stakeholders and establishing
communicationchannels

|dentifying key stakeholders and establishing communication channels for a fraud
risk assessment is essential to ensure effective collaboration, information sharing,
and decision-making throughout the process. Here are steps you can follow...

* |dentify key stakeholders

» Determine objectives and expectations
 Establish communication channels

* Develop a communication plan

» Share deliverables and progress updates

Remember, effective communication is crucial for
the success of any fraud risk assessment. Ensure
that the communication channels are accessible,
easy to use, and facilitate open dialogue among
stakeholders
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Conducting a Fraud
RISk Assessment



Planning the assessment process

Planning a fraud risk assessment process involves several key steps to ensure a thorough and
effective evaluation of potential risks within an organization. Here is a detailed guide to help you
plan the assessment process.

« Establish objectives

* Formulate a Team

» Define Scope and Approach

* Fraud Risk Identification

» Assess Risk Impact and Likelihood

« Assess Existing Controls

* Develop Fraud Risk Response Plans

* Document Findings and Recommendations
« Communicate and Implement

By following these steps, you can effectively plan and
execute a comprehensive fraud risk assessment process to
safeguard your organization against potential threats.
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dentifying fraud risks and assessing their
potentialimpact

|dentifying fraud risks and assessing their potential impact is a crucial step in

conducting a fraud risk assessment. Here are some guidelines to help you effectively

identify fraud risks and evaluate their potential impact.

* Understand the Business
* Review Historical Data

» Use Questionnaires, workshops, and interview key
stakeholders

« Consider Internal and External Factors

* Brainstorming sessions

« Assess Impact and Likelihood

* Prioritize Fraud Risks

* Quantify Impact

* Document Findings

By following these guidelines, you can effectively identify
fraud risks and assess their potential impact to inform risk

mitigation strategies and protect your organization from
potential threats.
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Evaluating the effectiveness of existing controls

Evaluating the effectiveness of existing fraud, waste, and abuse controls is a critical step in
ensuring the integrity and efficiency of an organization's operations. Here are some key
considerations for evaluating the effectiveness of these controls.

* Review of Policies and Procedures

* Assessment of Internal Controls

* Analysis of Fraud Incidents

* Employee Training and Awareness

* Whistleblower Mechanisms

« Monitoring and Reporting Processes
 Collaboration with External Auditors

« Benchmarking Against Industry Standards

By conducting a comprehensive evaluation of these factors,
organizations can gain valuable insights into the
effectiveness of their existing fraud, waste, and abuse

controls and identify opportunities for improvement to
enhance the integrity and efficiency of their operations.
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Determining the likelinood and significance of
dentified risks

Determining the likelihood and significance of identified fraud, waste, and abuse risks is crucial
for organizations to prioritize their mitigation efforts effectively. Here are some key steps to
assess the likelihood and significance of these risks.

» Consider factors such as the nature of operations, the
complexity of financial transactions, the regulatory
environment, and historical incidents of misconduct.

« Likelihood of Occurrence

« Impact and Significance

+ Risk Scoring

+ Risk Mitigation Strategies

By following these steps, organizations can systematically
assess the likelihood and significance of identified fraud,
waste, and abuse risks, prioritize their mitigation efforts, and
strengthen their overall risk management practices to
safeguard against potential misconduct and protect the
organization's interests.




Assessing Fraud,
waste and Abuse
Preventionand
Detection Gontrols



Evaluating the adequacy of internal controls and
segregation of duties

Evaluating the adequacy of fraud, waste, and abuse internal controls and segregation of duties is
essential for organizations to prevent and detect misconduct effectively. Here are some key
considerations for evaluating these controls.

* Internal Control Framework
« Segregation of Duties

» Authorization Processes

* Monitoring Mechanisms

* Access Controls

* Internal Audit Function

By conducting a comprehensive evaluation of these factors,
organizations can assess the adequacy of their fraud,
waste, and abuse internal controls and segregation of
duties, identify areas for improvement, and strengthen their
overall control environment to prevent and detect
misconduct effectively.
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Reviewing policies, procedures, and safeguarding
mechanisms

Reviewing fraud, waste, and abuse policies, procedures, and safeguarding mechanisms is
essential for organizations to ensure that they have effective controls in place to prevent and
detect misconduct. Here are some key steps to consider when conducting this review.

» Policy and Procedure Documentation

» Safeguarding Mechanisms

« Training and Awareness Programs

« Monitoring and Reporting Processes

« Compliance with Regulatory Requirements
» Continuous Improvement

By reviewing and enhancing fraud, waste, and abuse
policies, procedures, and safeguarding mechanisms,
organizations can proactively mitigate risks, protect their
assets and reputation, and promote a culture of
transparency and accountability throughout the
organization.
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Assessing the effectiveness of fraud prevention
and detectioncontrols

Assessing the effectiveness of fraud, waste, and abuse prevention, detection, and response
controls is crucial for organizations to ensure that their risk management practices are robust and
responsive to potential misconduct. Here are some key steps to consider when evaluating the
effectiveness of these controls.

» Control Design Assessment

» Control Implementation Assessment
« Control Monitoring Assessment

« Control Testing and Validation

* Incident Response Evaluation

+ Key Performance Indicators (KPls)

By following these steps to assess the effectiveness of
fraud, waste, and abuse prevention, detection, and
response controls, organizations can identify control
strengths and weaknesses, prioritize control enhancement
initiatives, and strengthen their overall risk management
practices to safeguard against potential misconduct
effectively.
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Responding to Frauc
RISk Assessments



Developing an action planto address identified
gaps and weaknesses

Developing an action plan to address identified gaps and weaknesses in a fraud, waste, and
abuse assessment is critical for organizations to strengthen their controls and mitigate risks
effectively. Here are steps to help you create an action plan:

* Prioritize Gaps and Weaknesses

» Set Clear Objectives

+ Assign Responsibilities

» Develop Action Steps

 Allocate Resources

* Implement Controls and Safeguards
* Monitor and Evaluate Progress

By following these steps to develop an action plan to
address identified gaps and weaknesses in a fraud, waste,
and abuse assessment, organizations can enhance their
control environment, strengthen risk management practices,
and safeguard against potential misconduct effectively.




Implementing recommended control
enhancements and process improvements

Implementing recommended control enhancements and process improvements from a fraud,
waste, and abuse risk assessment is crucial for mitigating risks and protecting against potential
losses. Here are some steps you can take:

* Review Recommendations
* Develop an Action Plan
 Prioritize Actions

* Implement Controls

* Enhance Processes

* Monitor and Evaluate

« Communicate and Train

« Document Results

By following these steps, you can effectively implement
recommended control enhancements and process
improvements to strengthen your organization's defenses
against fraud, waste, and abuse.
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(ase Studies and
Lessons Learned



Analyzing real-world cases fraud, waste, and
abuse ingovernment agencies

These case studies highlight the diverse ways in which fraud can occur in grant management and
the importance of implementing robust controls, oversight, and ethical standards to safeguard
grant funds and maintain trust in the grant management process.

Embezzlement Scheme in Nonprofit Organization: A nonprofit
organization entrusted a grant manager with overseeing the
distribution of funds for a community development project. The grant
manager devised a scheme where they created fake vendors and
invoices, funneling grant money into their personal bank account.

Falsification of Grant Reports: A university research department
received a federal grant to conduct a study on environmental
conservation. The project manager, under pressure to show progress,
falsified data in grant reports to make it appear that the research was
yielding significant results.

Bid-Rigging Scheme in Government Grant Program: A government
agency responsible for awarding grants for infrastructure projects fell
victim to a bid-rigging scheme orchestrated by contractors and agency
officials. The contractors colluded to inflate project costs and submit
rigged bids, ensuring that they would win the grants.

khiG) 29



EXtracting key lessons learned and best practices
for fraud, waste and abuse risk mitigation

Implementing recommended control enhancements and process improvements from a fraud,
waste, and abuse risk assessment is crucial for mitigating risks and protecting against potential
losses. Here are some steps you can take:

* Implement Strong Internal Controls

* Promote a Culture of Ethics and Compliance
» Conduct Regular Risk Assessments
 Utilize Data Analytics

 Establish Reporting Mechanisms

« Conduct Investigations

« Stay Informed and Adapt

By following these key lessons learned and best
practices, organizations can strengthen their fraud, waste,
and abuse risk mitigation efforts and protect their assets
and reputation.
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Additionalresources/references

Additional guidance that should be of use in monitoring for fraud, waste and abuse:

https://www.pande

https://www.coso.or

micoversight.gov/

g/Documents/COSO
-Fraud-Risk-
Management-Guide-
Executive-

Summary.pdf

A Framework for
Managing Fraud
Risks in Federal
Programs (gao.gov)

e

https://www.gao.go

v/assets/gao-14-
7049.pdf

https://www.youtub
e.com/watch?v=yM

U1l p5x6Y
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https://www.pandemicoversight.gov/
https://www.pandemicoversight.gov/
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.coso.org/Documents/COSO-Fraud-Risk-Management-Guide-Executive-Summary.pdf
https://www.gao.gov/products/gao-15-593sp
https://www.gao.gov/products/gao-15-593sp
https://www.gao.gov/products/gao-15-593sp
https://www.gao.gov/products/gao-15-593sp
https://www.gao.gov/assets/gao-14-704g.pdf
https://www.gao.gov/assets/gao-14-704g.pdf
https://www.gao.gov/assets/gao-14-704g.pdf
https://www.youtube.com/watch?v=yMU1l_p5x6Y
https://www.youtube.com/watch?v=yMU1l_p5x6Y
https://www.youtube.com/watch?v=yMU1l_p5x6Y
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