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Presentation Goals
• Explore how internal audit and compliance can

collaborate to enhance development of effective
internal controls and management oversight

• Consider ways to foster better communication among
government agencies, compliance, internal audit, and
employees to manage outside engagements and
minimize risk.
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Poll Question #1
Where do you work?

1. Government Agency
2. Higher Education 
3. Corporation 
4. Non-profit
5. Other

OSU © 2021
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As defined by the Institute of Internal Auditors:

Internal auditing is an independent, objective assurance and consulting
activity designed to add value and improve the organization’s operations. It
helps an organization accomplish its objectives by bringing a systemic,
disciplined approach to evaluate and improve the effectiveness of risk
management, control, and governance processes.

What is Internal Auditing

OSU © 2021
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Reporting Relationship of Internal 
Audit

• Reporting lines can vary depending
on industry, organizations, external
reporting agencies among others.

• As a best practice, Internal Audit
activity should have a dual reporting
relationship

• Chief Audit Executive – Reports to
Executive management for
assistance in establishing direction
and support

• Department – Reports to the most
senior oversight group (e.g. Audit
Committee)

Office of 
the 

President
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Poll Question #2
Does your Chief Audit Executive report to the Board?

1. Yes
2. No
3. Other

OSU © 2021



8

Internal Auditors vs. External Auditors
Internal Auditors
• Organization's employees
• Assist management, board of
directors in development and
implementation of internal
controls to deter and detect
fraud
• Assuring that everyone
follows policies, procedures

External Auditors
• Independent of institution
• Examine books to express
opinion on overall fairness
and accuracy of financial
statements
• Assuring that financial
statements are materially
correct
• External Assurance Providers
– OIG, OCR, Department of
Justice
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The Three Lines Model
• Previously known as 

the Three Lines of 
Defense

• Institute of Internal 
Auditors approach to 
Governance and 
Risk

• Updates published in 
July 2020 to better 
align with the 
changing landscape 
of organizations

Source: The Three Lines Model Updated; Published July 2020



10
OSU © 2021

• 6 principles
• Principle 1: Governance

• Principle 2: Governing body roles

• Principle 3: Management and first and second line roles

• Principle 4: Third line roles

• Principle 5: Third line independence

• Principle 6: Creating and protecting value

Principles of the Three Lines Model
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Relationships Among Core Roles
• Governing Body and Management

• Governing Body sets the direction of the organization by defining the vision,
mission, values and organizational appetite for risk.

• Receives reports from Management on planned, actual and expected outcomes

• First-line and Second-line Roles and Internal Audit
• Internal Audit builds knowledge and understanding of the organization through

regular interaction with management to ensure the work of Internal Audit is
relevant.

• Internal Audit contributes to the assurance and advice it delivers as a trusted
advisor and strategic partner to both first line and second line roles.

• Governing Body and Internal Audit
• Governing body is responsible for oversight of Internal Audit

OSU © 2021
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Poll Question #3
Are your Internal Audit and Compliance functions 
combined?

1. Yes
2. No
3. Other

OSU © 2021
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Internal Audit and Compliance
• Regardless of industry, it’s likely that your organization has both of these 

functions.
• Both are highly beneficial to the organization 
• Both bring unique individuals and perspectives to a common goal—

mitigating risks in the organization. 
• Both analyze, review, and evaluate existing procedures and activities 
• Compliance generally will sit in the second-line roles within Management

OSU © 2021
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Key Differences between 
Compliance and Internal Audit 
• Compliance

• Management function 
• Generally focuses on 

regulatory risks (think agencies 
such as OCR, SEC, OIG, HHS, 
etc. or regulatory areas such 
as HIPAA, FERPA, Title IV, 
SOX, etc.)

• Legal backgrounds and 
education

• Internal Audit 
• Independent of management 

function
• Generally focuses on all of the 

organizations risks
• Financial and accounting 

backgrounds and education

OSU © 2021
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• Among most extensively regulated industries 
in the United States

• Hundreds of applicable laws and regulations; 
numerous regulators

• Many applicable laws tied to the receipt of 
federal funds (e.g., Title IX, Clery Act, Human 
Research, etc.)

• Many other laws of general application (e.g., 
Export Controls, ADA, False Claims Act, etc.)

• Increasing regulatory demands and 
expectations
• New federal and state laws
• Growing complexity of requirements

• Regulatory change is our top compliance 
risk. 

Regulation of Higher Education

OSU © 2021
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Poll Question #4
How often do you interact with institutions of higher 
education?

1. Frequently
2. Infrequently
3. Never

OSU © 2021
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Ethical Values and
Leadership Engagement

Planning

Regulatory 
inventory

Risk 
Assessment

1. Risk Assessment & Abatement

Testing Monitoring

4. Evaluation

Policies Training

2. Communication

Governance 
Reporting

Testing, 
Monitoring & 
Audit Results

Investigations & 
Regulatory 

Contacts

5. Issue Response & Reporting

Organizational Strategy
Legal & regulatory requirements 

Compliance and Ethics Framework

3. Operational controls

OSU © 2021
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Higher Education and Foreign Influence 
in the News
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Foreign Influence and Higher Education 
• Telecommunications Equipment Purchase Prohibitions

• New Entities Added to Federal Restricted Party Lists

• Expanded Requirements for Reporting Foreign Gifts and Contracts

• New Guidance on Reporting Foreign Affiliations and Activities in NIH Biosketch and 
Other Support Reports

• New Guidance Reporting Foreign Affiliations and Activities for NSF Grants 

• Department of Energy Increased  Requests  for Information  and/or  Prior  Approval  of  
foreign national participation in research contracts

• Office  of  Science  and  Technology  Policy  (OSTP)  review  resulting  in  the  issuance  
of  National Security Policy Directive 33 in January 2021 (NSPM-33) 

OSU © 2021
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NSTC/JCORE Guidance (2021)

Manage Potential Risks Associated with Collaborations and Data

Ensure Effective Mechanisms for Compliance with Organizational Policies 

Provide and Share Training, Support, and Information

Establish an Expectation of Openness and Transparency

Demonstrate Organizational Leadership and Oversight

21 Recommendations in 5 Categories 

OSU © 2021
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Leadership 
Engagement

• Convey 
importance of 
research 
security

• Organizational 
approach

• Working groups 
and task forces

• Comprehensive 
program

Openness and 
Transparency

• Establish COI 
and COC 
policies

• Require 
disclosure

• Foreign 
students and 
researcher info.

• Digital 
Persistent 
identifiers

• Foreign gifts 
and contracts

Training and 
Support

• Responsible 
research 
training

• FGTP guidance
• Partner with FBI 

field offices
• Risk indicator 

education
• Information 

sharing with 
federal 
agencies

Mechanisms for 
Compliance

• Discovering 
disclosure 
violations

• Effective 
consequences

• Employment 
agreements

Collaborations 
and Data Risks

• Centralized 
review process

• Foreign travel 
and guidance

• Foreign visitors 
and visiting 
scholars

• Data security 
measures

NSTC/JCORE Guidance (2021)

OSU © 2021
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INTERNAL AUDIT AND COMPLIANCE PARTNERSHIP

Ethical Values and Leadership Engagement

• Promoting Shared Values 
• Promoting Excellence and Impact
• Promoting Diversity and Innovation  
• Promoting  Integrity and Respect 
• Promoting Care and Compassion

• Research Security Governing Board
• Vice President for Research and Chief Compliance Officer co-chair the Board
• Internal Audit Director serves on the Board

OSU © 2021



Values, Principles, Behaviors
Excellence and Impact
Demonstrating leadership in 
pursuit of our vision and 
mission

Principle: Advancing 
sustainable and evidence-
based solutions through 
mutually beneficial 
partnerships

Behaviors: Together, we
• Stimulate creativity, critical 

thinking and problem 
solving

• Proactively collaborate with 
others and strive for 
meaningful outcomes

• Are bold in our endeavors 
and create environments to 
foster new approaches

• Demonstrate persistence 
and commitment

• Inspire others to join in and 
take action

• Champion everyone’s 
potential for success

Diversity and Innovation
Welcoming differences and 
making connections among 
people and ideas

Principle: Encouraging open-
minded exploration, risk-
taking, and freedom of 
expression

Behaviors: Together, we
• Are curious and open to 

different experiences
• Recognize everyone’s 

potential to contribute 
new ideas

• Actively engage others’ 
perspectives as 
opportunities for 
individual and institutional 
growth

• Work toward creative, 
collaborative solutions

• Use our successes and 
failures to learn and 
improve with humility

Inclusion and Equity
Upholding equal rights and 
advancing institutional 
fairness

Principle: Advocating for 
access, affordability,  
opportunity, and 
empowerment

Behaviors: Together, we
• Intentionally foster a 

sense of belonging where 
all are valued

• Strive to understand and 
appreciate each other’s 
backgrounds and 
experiences

• Listen to multiple voices 
and engage in civil 
discourse

• Acknowledge and address 
individual and systemic 
effects of bias and 
discrimination

Care and Compassion
Attending to the well-being 
of individuals and 
communities

Principle: Putting people at 
the center of all we do

Behaviors: Together, we
• Are compassionate and 

meet people where they 
are

• Protect the vulnerable 
and marginalized

• Encourage self-care and 
support the whole 
person, at work and at 
home

• Nurture a community of 
mindfulness, kindness, 
and gratitude

Integrity and Respect
Acting responsibly and being 
accountable

Principle: Building trust 
through honesty, 
transparency,  and authentic 
engagement

Behaviors: Together, we
• Value our greatest resource, 

our people, and 
acknowledge the 
contributions of every 
individual

• Allow people to make and 
learn from mistakes

• Work conscientiously and 
assume positive intent of 
others

• Actively listen and engage in 
open, honest dialogue

• Are good stewards of our 
and others’ resources

10
OSU © 2021
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Research Security Governing Board (RSGB)
Governance for the Research Security Program

VP for Research 
(co-chair)

Chief Compliance 
Officer (co-chair)

Chief Research Security 
Officer1 (facilitator)

Chief Information 
Officer

Advancement

General Counsel

Administration & 
Planning

Academic Units
• Agriculture
• Engineering
• Arts & Sciences

International 
Affairs

Internal Audit

Talent, Culture & HR

Government 
AffairsFaculty

1 – Role defined in NTSC JCORE Report
(title may vary)

OSU © 2021
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INTERNAL AUDIT AND COMPLIANCE PARTNERSHIP

Risk Assessment, Policies, Transparency and Communication

• Risk Assessment 
• Primary Risk Assessment: Office of Secured Research
• Internal Audit - Annual Risk Assessment: 5-year plan

• Policies
• Compliance: Lead policy revisions
• Internal Audit: Participate in policy feedback process

• Transparency and Communication 
• Membership on information sharing committees: FACT, UICC
• Compliance: Formal training sessions
• Internal Audit: Education on internal controls during audit process. Explaining the reasons 

behind key internal controls
• Collaboration during Outside Activities and Conflicts policy process

OSU © 2021
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Outside Activities and Conflicts: Policies and Processes

University 
Values

Multiple 
Processes

Multiple 
Policies

OSU © 2021
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Key elements
§ Integrates university values, four pre-existing 

policies, and multiple processes; clarifies 
expectations and responsibilities regarding 
conflicts

§ Combines requirements of multiple legal areas

§ Codifies existing university-wide eCOI disclosure 
process

§ Implements more consistent process for obtaining 
outside activity approval by aligning faculty and 
staff

§ Establishes a Conflicts Approval Committee (CAC)
to review/approve outside activities for conflicts 
meeting certain criteria; allows college/unit 
participation in approvals, and allows them to set 
more restrictive requirements

§ Clarifies accountability for violations

Incorporated policies
§ Faculty Financial Conflict of Interest (Office of 

Research). Governs conflicts related to 
research; applies to faculty, staff, and students 
associated with research activities

§ Conflicts of Commitment (Office of Academic 
Affairs).  Governs conflicts related to all 
faculty responsibilities; conflicts reviewed by 
chair/dean

§ Faculty Paid External Consulting (Office of 
Academic Affairs). Governs conflicts related to 
consulting/other paid outside activities; 
requires approved by chair or supervisor 

§ Conflict of Interest and Work Outside the 
University Policy (Office of Human 
Resources). Governs conflicts related to all 
staff responsibilities. Applies to staff and 
applicants; requires outside activity requests 
to be approved by supervisor.

OSU © 2021
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Poll Question #5
Opinion: Would you prefer combined policies or 
separate polices for the management of multiple types of 
conflicts?

1. Combined
2. Separate
3. Undecided

OSU © 2021
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INTERNAL AUDIT AND COMPLIANCE PARTNERSHIP
Operational Controls, Evaluation, and Risk Management

• COSO – Internal Control – Integrated Framework (2013)

• Preventative and Detective Controls
• Preventative Controls - Centralized Approval Committee responsible for COI, 

FCOI, COC pre-approval for outside activities (pending); Policy Awareness and 
Training

• Detective Controls - Electronic Conflicts of Interest Disclosure Process

• Evaluation and Risk Management
• Internal Audit and Compliance Collaborate to Identify High Risk Areas: New 

chair, Intellectual Property Development, Start-Up Companies
• Annual audits
• Risk Sampling
• Travel and leave evaluations
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Office of University Compliance and Integrity 

Travel Expenses
Routine College of Engineering audit
• Data analytic work with travel reports available in financial system

Top Travelers – individuals spending a significant number of days on travel status
Destination Country – individuals who traveled to foreign countries

Traveler
Sum of Days on 
Travel Status Count of T Number

Staff A 273 1
Staff B 251 1
Professor A 250 4
Staff C 246 2
Professor B 237 2
Professor C 208 2
Professor D 137 2
Professor E 95 8
Professor F 80 2
Professor G 67 15

OSU © 2021
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Office of University Compliance and Integrity 

Travel Expenses
• Items to Consider for Review and Potential Red Flags

• Business Purpose – who, what, where, when, why, how

• Estimated cost versus reimbursed cost

• Days on Travels Status – conflicts of commitment or during periods of 
time off (semester off duty)

• Paid honorarium or other types of compensation

• Third Party Payments 

OSU © 2021
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INTERNAL AUDIT AND COMPLIANCE PARTNERSHIP

Issue Response and Reporting 

• Cooperation and coordination for Investigations

• Generally, allegations of financial fraud and misuse are investigated by the 
Internal Audit department while allegations of ethics violations, human 
resource complaints, etc. may be investigated by Compliance and 
Integrity.

• Case overlap requiring expertise from both Internal Audit and Compliance.
• Weekly status updates
• Coordinated interviews with representatives from each department
• Joint reports

OSU © 2021
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Poll Question #6
Does your organization have a protocol for Compliance 
and Internal Audit conducting joint investigations?

1. Yes
2. No
3. It depends
4. Unsure

OSU © 2021
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Investigations Oversight and Governance

Conducting Tracking Reporting
Investigative 

Teams

Office of 
University 

Compliance 
and Integrity

• Plan and lead investigations for 
complaints in defined subject areas

• Document findings

• Recommend corrective actions  

• Plan and lead investigations when 
other teams need or when 
requested by senior leadership

• Provide consultation and/or 
direct oversight on material     
investigations as needed

• Administer EthicsPoint hotline and 
assign issues to appropriate teams

• Track investigations in defined 
subject area, and regularly report 
new investigations and progress on 
existing investigations to University 
Compliance and Integrity

• Monitor implementation of 
corrective actions

• Assign materiality ratings to 
matters, and coordinate with 
investigative teams to follow 
protocols

• Receive regular reports from 
investigative teams

• Maintain central tracker of 
investigations across the university

• Provide information as necessary 
to unit leadership and OUCI

• When appropriate, leader of unit 
overseeing investigative team 
reports to the Board

• Report material matters to the 
General Counsel and the Board of 
Trustees’ Audit and Compliance 
Committee

• When appropriate, facilitate 
reporting to senior leaders

Compliance 
and Integrity

Legal, Risk, and 
Compliance 
Committee

General 
Counsel

34

OSU © 2021
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Investigations Rating Methodology & Protocol

Rating Public Interest Subject Position Regulatory

5
Major reputational topic; of immediate 

interest to the general public
Concerns unit or 

senior leader
Regulatory debarment or shutdown

4
Potential for significant publicity; of 

interest to the general public

Concerns 
management of some 

seniority

Regulatory probation/ongoing 
supervision

3
Potential for publicity; could be of 

interest to the general public
Concerns staff or 

faculty
Regulatory warning letter or equivalent

2
Small potential for publicity; no known 

interest to the general public
Concerns staff or 

faculty
Advisory letter or other indication of 

ongoing interest

1
No potential for publicity; no known 

interest to the general public 
Concerns staff or 

faculty
No regulatory enforcement interest

5 Key stakeholders advised; investigation coordinated by OUCI

OUCI Responsibility: Consult Senior VP & General Counsel, coordinate investigation
Additional Responsibility: Senior VP & General Counsel to inform key stakeholders as appropriate

4 Appropriate Senior Leaders advised; investigation overseen by OUCI

OUCI Responsibility: Notify Senior VP & General Counsel, oversee investigation
Additional Responsibility: Senior VP & General Counsel to inform Senior Leaders as appropriate

3 Management advised; OUCI and Unit collaborate on investigation
Investigations Team Member: Consult OUCI, perform investigation themselves
OUCI Responsibility: Notify university leaders as appropriate, monitor
Additional Responsibility: None

2
Investigations Team Member: Notify OUCI, perform investigation themselves 
OUCI Responsibility: Monitor
Additional Responsibility: None

1 Local investigation
Investigations Team Member: Notify OUCI, perform investigation themselves 
OUCI Responsibility: Monitor
Additional Responsibility: None

Unit oversees investigation

Materiality Ratings

Action Steps

Investigations Team Member: Consult OUCI, investigation TBD 

Investigations Team Member: Consult OUCI, investigation TBD 

OSU © 2021
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• Internal Audit functions and the Three Lines Model
• Internal Audit and Compliance roles in organizations
• Compliance and Ethics framework and how Internal Audit fits with 

each component
• Regulations in higher education and current issues regarding 

foreign influence
• Communication and collaboration techniques between internal 

stakeholders and external regulators and law enforcement

Session wrap-up
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