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Agenda

• About Guidehouse

• Fraud Trends

• Fraud Risks in Benefit Programs

• Real World Insights

• Fraud Risk Management

• Q&A
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Guidehouse-At-a-Glance
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Fraud Trends
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Improper Payments

• Improper payments are a pervasive problem across federal government

• Since 2003, cumulative total about $2.4 trillion

• In 2022, 66% of federal agencies reported improper payments

• In 2022, 17 programs reported improper payment rates ≥10%
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Pandemic Relief Funds

During the pandemic, USG provided $5 trillion through 17 relief programs.
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Pandemic Fraud Estimates

$163 billion
Unemployment

OIG estimated 18% 
improper payment rate 

(normally ≤ 10%)

$36.7 billion
PPP & EIDL

SBA estimated 4.24% 
improper payment rate for 
PPP and 4.50% for EIDL

$200 
billion

Conservative estimate, 
with a significant portion 

attributable to fraud
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Pandemic Fraud Criminal Cases

GAO-23-106556

• Guilty pleas and convictions 
as of Jan. 2023

• Cases involved multiple 
defrauded programs

• Fraud schemes were 
transferrable and scalable

21%

1,000+
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Fraud Trends

Advancing technologies and data accessibility enabled fraud trends during the 
pandemic.

Identity 
Theft

FaaS

Account 
Takeover

Phishing/
Smishing

Social 
Engineering

Insider 
Threat

Mail 
Theft

AI-
enabled
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Fraud Risks in 
Benefit Programs

May 16, 2023
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Benefit Program Lifecycle

Design

• Speed vs. Security

•Eligibility

•Agency resources

Outreach

•Claimant messaging

•Agency guidance

Application

•Eligibility

• Identity Proofing

•Validation

Administration

• Fraud detection

• Insider threat

•Authentication

•Account Takeovers

Payment

•Payment methods

•Misuse of proceeds

Recovery

•Recovery methods

•Partnerships

Fraud risks should be considered during every phase of the program lifecycle.



©2023 Guidehouse Inc. All rights reserved. Proprietary and competition sensitive. For internal use only.

• Balance Speed 
vs. Security

• Determine Eligibility 
Requirements

• Consider Available
Program Resources

13May 16, 2023

Program Design

Unemployment Insurance
During the pandemic, state workforce agencies waived 

normal controls, such as waiting periods, in order to 
disburse payments quicker.

When designing a program, consider how fundamental components may impact 
fraud risk.
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Outreach Campaign

• Use Plain Language to 
simplify complexity

• Distribute guidance and 
clarification strategically

33 UIPLs
During the pandemic, USDOL issued 33 guidance 
documents to State Workforce Agencies in 16 months.

Messaging and guidance can either prevent or contribute to improper payments. 
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Validate
Eligibility

• Claimant may not 
understand eligibility 
requirements, which can 
lead to non-fraud 
improper payments

Validate 
Documentation

• Need to validate 
supporting documents 
and statements

• Self-certification was 
found to be a poor 
control

Prove
Identity

• 69K questionable SSNs 
used to obtain $5.4 
billion in pandemic 
benefits

• Ensure equity & 
accessibility are always 
considered

15May 16, 2023

Benefit Application

Be prepared to validate and troubleshoot the application process.
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Program Administration

During administration of the program, a layered approach to fraud detection will 
minimize fraud risk.

Fraud Analytics

Case Management

Risk
Scoring

Bot
Detection

MFA

Contact
Center

Insider
Threat
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• Validate bank accounts 
and addresses

• Checks and prepaid debit 
cards are vulnerable to 
theft

• Ensure proceeds are 
used according to 
program rules
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Benefit Payment

Unemployment Insurance
During the pandemic, state workforce agencies waived 

normal controls, such as waiting periods, in order to 
disburse payments quicker.

As money is disbursed, consider risks for each payment method and how to monitor 
misuse of proceeds.  
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Overpayment Recovery

• Does your agency accept 
electronic payments?

• Do you participate in the 
Treasury Offset Program 
(TOP)?

• Do you partner with law 
enforcement, financial 
institutions, debit card 
providers?

9%
Federal agencies were only able to recover $22.5 
billion, or 9%, of overpayments in 2022.

Deploy a range of mechanisms to claw back improper payments.
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Enforcement Trends

Law enforcement can only go after a comparatively small number of total fraudsters.

$199B
Est. Improper Payments
for UI + PPP + EIDL
2020-22

$1.2B
Total losses attributed to 700 
indicted fraudsters as of Aug 2022
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Real World Insights

May 16, 2023
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Falsified Documentation
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Falsified Documentation
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Falsified Documentation
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Falsified W2

1
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Falsified Tax Document

1
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Falsified Tax Document

1
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Tax Document Signed With a Name Different Than Listed on the First Page
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Mortgage Statements
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Utility Bills 
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Burner Emails & Non-Traditional Banks

Untraceable after some period of inactivity

Deficient KYC and CDD controls
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Case Studies
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Case Study 1: Paycheck Protection Program (“PPP”) Fraud

▪ Used false representations and documents to fraudulently obtain the 

approval of the SBA for his company to be a non-bank lender 

through the PPP. 

▪ Issued more than $800 million in PPP loans to more than 35,000 

businesses.

▪ Collected more than $70 million in lender fees.

▪ Living a lavish lifestyle

▪ $10 million villa in the Caribbean

▪ $3 million mansion in the US

▪ Chartered jet service

▪ Several luxury vehicles

▪ CEO and primary owner of LLC formed before the pandemic.

▪ Submitted a PPP loan application that included altered tax records 

containing the forged signature of a tax preparer.

▪ Obtained a PPP loan for his company for over $250,000, which was 

disbursed to a bank account controlled by him as the CEO.
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Case Study 2: Deed Fraud

An attorney, whose license was previously suspended,

and who was indicted for deed fraud on multiple homes

prior to the pandemic, submitted a large number of

fraudulent applications for rental assistance, some of

which were on behalf of other individuals.

Outdated Ownership records

Fraud Typologies Observed

The business phone number and address 

used by the group came back to one 

corporation.

According to the state open-source 

database, many of the ownership entities 

were dissolved.

Similar set of documents was provided in 

support of multiple applications.

Documents were potentially signed by the 

same individual.
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Case Study 3: Community-Based Organizations (CBO) Caller ID Query

▪ Call monitoring behavior report identified an 
individual, linked to one single phone number, 
who had contacted the program’s call center 
over 200 times representing himself as either 
Tenant or Landlord to dozens of applications.

▪ Query identified the following common 
denominators: IP addresses, email addresses, 
phone numbers, and bank accounts.

▪ Over 900 applications identified via a query, 
the majority of which included falsified 
documentation provided in support of the 
applications.
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Case Study 4: Real Estate Investor Query

▪ A real estate investor was convicted on multiple 
counts of rental assistance fraud and aggravated 
identity theft.

▪ The individual was indicted for forging property deeds 
and falsely claiming to be the owner/landlord of 
multiple properties then renting to families in need.

▪ The individual collected > $1M in rental assistance 
from various organizations.

▪ A query based on common denominators identified 
several applications connected to the individual that 
included falsified documentation provided in support 
of the applications.
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Fraud Technology
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Machine Learning & Network Analysis

Legend

Fraud

Unreviewed

Cleared

Data Point

Leveraging millions of data points, we can conduct network analyses to find relationships between known fraudulent 
applications and unreviewed applications.  
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Machine Learning & Network Analysis

Machine learning models 

predicted probability of 

being fraud = 98%

Machine learning models 

predicted probability of 

being fraud = 93%

By combining machine learning models with network analyses, we are able to take advantage of all the different 
types of data we have available to gain more confidence in the disposition of unreviewed applications.
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Fraud Risk Management

Proactively managing fraud risks help facilitate strategic goals by ensuring that 
taxpayer dollars serve their intended purposes.

• Commit to combating fraud

• Assess through regular fraud risk 

assessments

• Design and implement an 

antifraud strategy

• Evaluate and adapt your 

program’s performance

GAO-15-

593SPc

1

2

3

4
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This content is for general information purposes only, and should not be used as a substitute for consultation with professional advisors. 40

Questions?

May 16, 2023

James Ruotolo, Director
Financial Crime, Fraud, & Investigative Services
+1 860 830 4393
jruotolo@guidehouse.com

Randa Abdelhamid, Associate Director
Financial Crime, Fraud, & Investigative Services
+1 646 227 4996
randa.abdelhamid@guidehouse.com

Tanya LeClair, Associate Director
Financial Crime, Fraud, & Investigative Services
+1 646 227 4651
tleclair@guidehouse.com


