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NORTH AMERICA

170+
Countries & Territories

195,000+
CIA’s Awarded
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Institutes Worldwide

245,000+
Members

CENTRAL & SOUTH AMERICA
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2024 Outlook What we expect will happen in 2024?

AI will become a more essential part of business; for internal 
auditors in particular

Cyber attacks will continue to become more sophisticated with 
the use of AI

Hiring and retaining talent will continue to be a big challenge due 
to the labor market and technical skills shortage

Increased use of third-party providers to offset talent shortage



What developments to focus on in 2024?

AI-generated misinformation and disinformation

Combatting Cybersecurity with AI security & automation

AI regulations and legislation will start to shape the boundaries of 
this new technology

Watch for increase frequency of extreme weather events that will 
challenge business continuity

2024 Outlook



2024 Outlook What actions to take in 2024?

Prepare for adoption of the new Global Internal Audit Standards

Upskill in AI – like how to use AI for auditing and auditing AI usage 
in your organization

Strengthen training and awareness to combat cyber attacks

Proactively broach emerging technologies and risks with board

Create a portfolio of policies, procedures, and best practices for 
responsible AI implementation.



2024 Risk in Focus: Top 10 Risks 

What are the top risks your organization currently faces?

Cybersecurity

85%
Human Capital

65%
Regulatory Change

43%
Market Changes

41%
Business Continuity

36%

Digital Disruption

36%
Supply Chain & 

Outsourcing

36%
Geopolitical 

Uncertainty

28%
Financial Liquidity

28%
Communication / 

Reputation

21%

(2023 vs. 2026)



2024 Risk in Focus: Top 10 Risks 

What are the top risks your organization will face 3 years from now?

Cybersecurity

[Remains #1 risk]

73%
Digital Disruption

[Up from #6 to #2 risk]

56%
Human Capital

[Down from #2 to #3 risk]

51%
Regulatory Change

50%
Market Changes

38%

Business Continuity

35%
Supply Chain & 

Outsourcing

31%
Geopolitical 

Uncertainty

30%
Climate Change

[Up from #14 to #9 risk]

30%
Organizational 

Culture

21%

(2023 vs. 2026)



2024 Risk in Focus: Audit Effort

What are the top 5 risks on which internal audit spends the 

most time and effort?

Cybersecurity

84%
Governance / 

Corporate Reporting

55%
Business 

Continuity

53%
Regulatory 

Change

53%
Financial Liquidity

46%

(2023 vs. 2026)



2024 Risk in Focus: Audit Effort

What are the top 5 risks you expect internal audit to spend 

the most time and effort addressing 3 years from now?

Governance / 

Corporate Reporting

[Down from #2 to 

#5 risk]

38%
Business 

Continuity

[Down from #3 to 

#4 risk]

46%
Digital

Disruption

[Up from #9 to 

#2 risk]

53%
Cybersecurity

[Remains #1 risk]

80%

(2023 vs. 2026)

Regulatory 

Change

[Up from #4 to 

#3 risk]

49%



2024 Pulse Report: IA Budget Trends

36%

38%

24%

20%

37%
38%39%

40%40%41%

37%37%

31%
32%

27%

36%

13%12%

18%

36%

13%
14%14%

15%
13%

15%

12%

17%
19%

28%

29%

14%

202320222021202020192018
est.

2017
est.

201620152014201320122011201020092008

Budget increased Budget decreased

2008 Global 
Financial Crisis

Recovery COVID-19 Recovery

Internal Audit budgets have returned to pre-COVID levels. 

Budget Increases/Decreases for Internal Audit in the Prior Year



2024 Pulse Report: Audit Plan 

Components of Audit Plan

Respondents indicated what percentage of their audit plan they anticipate will be 

allocated to each of the risk areas listed.

9%
10%

14%14%

17%

IT (not covered in other 
choices)

CybersecurityFinancial reporting 
(including ICFR)

Compliance/regulatory 
(excluding ICFR)

Operational



Top Issues in 2024

Cybersecurity ESG/Climate Change

Digital Disruption Human Capital



Cybersecurity



Cybersecurity

Cost of cybercrime

in 2024

+18.75%

$9.5
Trillion

Global cost of

ransomware by 2031

$265
Billion

$4.45
Average total cost of a 

data breach

Million

+2%

of orgs employ some level 

of security AI & automation

61%
days to identify and contain 

a data breach

277
of data breaches involved 

data stored in the cloud

81%

Source: 2023 Cybersecurity Ventures Cybercrime Report, 2023 IBM Cost of Data Breach Report



Cybersecurity: Security AI & Automation

Source: 2023 IBM Cost of Data Report

39%

33%

28%

0%

5%

10%

15%

20%

25%

30%

35%

40%

45%

No Use Limited Use Extensive Use

State of security AI & automation 
comparing three usage levels

Percentage of organizations per usage level

$5.36 

$4.04 
$3.60 

$0.00

$1.00

$2.00

$3.00

$4.00

$5.00

$6.00

No Use Limited Use Extensive Use

Cost of a data breach by security AI and 

automation usage level

Measured in USD millions

of orgs employ some level of security AI & automation61%



Cybersecurity: Threat Actors & Attacks

Top Cyberattack 
Concerns for Org:

Enterprise Reputation

79%

Data Breach Concerns

69%

Supply Chain Disruptions

55%

Top Threat
Actors:

Cyber Criminals

27%

Hackers

20%

Malicious Insiders

12%

Top Cyberattack 
Methods:

Social Engineering

15%

Advanced Persistent Threat 

(APT)

11%

Ransomware

10%
Source: 2023 ISACA State of Cybersecurity



2024 IIA Cybersecurity Resources

Auditing the 
Cybersecurity 
Program 
Certificate

Mar 2024

Fundamentals of 
Cybersecurity 
Auditing

Apr 2024

Tone at the Top: 
Cybersecurity 
Board 
Disclosures

Apr 2024

Fundamentals of 
Cybersecurity 
Auditing

May 2024

Auditing the 
Cybersecurity 
Program 
Certificate

Jun 2024

NIST 
Cybersecurity 
Framework

July 2024

Auditing the 
Cybersecurity 
Program 
Certificate

Sept 2024

Due Diligence 
with 
Cybersecurity 
Insurance

Oct 2024

Cyber Threats 
in an AI 
Enhanced 
World

Oct 2024

Fundamentals of 
Cybersecurity 
Auditing

Oct 2024

Cybersecurity 
Virtual 
Conference

Oct 2024

NIST 
Cybersecurity 
Framework

Oct 2024

Cybersecurity: 
Assuring Cyber 
Resiliency

Nov 2024

Auditing 
Cybersecurity 
Program 
Certificate

Dec 2024

Cybersecurity: 
Establishing a 
New Zero-Trust 
Boundary

Dec 2024



Cybersecurity

Assessing the level of awareness, 

knowledge, and skills in key parts of the 

business

Evaluating the reporting lines between the 

CISO, the CIO, and the board

Assessing the frequency, timeliness, and 

effectiveness of faux phishing campaigns 

Using scenario run-throughs for 

governance responsibilities and testing 

mitigation processes

Evaluating effectiveness of the controls 

environment

Evaluating the governance processes 

around shadow IT 

Assessing how well the organization’s 

governance structure enables 

collaboration across the three lines 

Assessing how well the org keeps up with 

global developments in cyber and tech 

regulations 

Source: 2024 Risk in Focus Report

Internal Auditors Can Lead By:



ESG/Climate 
Change



ESG/Climate Change

2024 Risk Landscape – World Economic Forum

Source: 2024 World Economic Forum Global Risks Report

66%

Extreme weather

53%

Al-generated

Misinformation

& disinformation

46%

Societal and/or

political polarization

42%

Cost-of-living crisis

39%

Cyberattacks

Economic Environmental Geopolitical Societal Technological



Economic downturn 9

ESG/Climate Change

Source: 2024 World Economic Forum Global Risks Report

Misinformation and disinformation 1

Extreme weather events 2

Societal polarization 3

Cyber insecurity 4

Interstate armed conflict 5

Lack of economic opportunity 6

Inflation 7

Involuntary migration 8

Pollution 10

Societal polarization 9

Extreme weather events 1

Critical change to Earth systems 2

Biodiversity loss & ecosystem collapse 3

Natural resource shortages 4

Misinformation and disinformation 5

Adverse outcomes of Al technologies 6

Involuntary migration 7

Cyber insecurity 8

Pollution 10

Economic

Environmental

Geopolitical

Societal

Technological

Global risks ranked by severity over the short and long term

2 years 10 years



49%

30%

20%

71%

19%

10%

61%

22%

17%

Have ESG No ESG Considering ESG

2021 2022 2023

ESG Risk and Controls

ESG Inclusion in Audit Plan

Internal Audit Survey:

Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey

with 72% reporting 

inclusions for companies 

over $1B in revenue.

61%
of respondents 

incorporate ESG 

in their audit plan 



ESG/Climate Change
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Types of

Corporate 

Greenwashing 

There are better ways to 

communicate a brand's 

strong environmental 

performance.

Misguided

Greenwash Noise
A brand's

communications and 

business operations aren't 

helping anyone

Unsubstantiated

A brand's claims lack 

credibility, and the brand is 

at risk.

Effective Environmental 
Communications

This is where all

businesses should be.

Effectiveness of Communications

Defined: the process of conveying 

(intentionally or unintentionally) a 

false impression or misleading 

information about how a company’s 

products are environmentally sound. 

Source: Green Business Bureau/European Commission



ESG/Climate Change

Greenwashing Statistics

Source: Green Business Bureau/European Commission
Source: Green Business Bureau/European Commission

42%
green claims were 

exaggerated, false, or 

deceptive

59%
of cases had no easily 

accessible evidence to 

support the green claim

50%
of cases, firm couldn’t provide 

info for consumers to assess 

accuracy of green claim

37%
green claims included vague 

and general statements, like 

“eco-friendly” or “sustainable”



ESG/Climate Change

Engage with management on emerging technologies to 
provide risk and controls advice on the implementation 
of new systems

Evaluate how mgmt. structures and thinks about data, 
including whether the data taxonomy is granular 
enough to identify and mitigate appropriate risks

Evaluate the completeness and accuracy of data 
processes in the organization that relate to ESG issues

Proactively broach ESG-related issues with the board, 
emphasizing the potential upsides of taking a proactive, 
early-adopter strategic position

Source: 2024 Risk in Focus Report

Internal Auditors Can Lead By:



Digital Disruption



5 Days2 Years3.5 Years 2.5 months

Time to Reach 1 Million Users



Source: World Economic Forum, Future of Jobs Survey 

Human-Machine Frontier

TASKS PERFORMED BY HUMANS 

AND MACHINES TODAY

TASKS PERFORMED BY HUMANS 

AND MACHINES IN 2027

Humans Machines

68%

32%

Humans Machines

59%

41%



Digital Disruption/AI

Hype Cycle 

for GenAI

By 2026, more 

than 80% of 

Enterprises will 

have used GenAl 

APIs or deployed 

GenAl-enabled 

applications.

Edge LLMs

Gen Al Application

Orchestration Frameworks

Autonomous Agents

Vector Databases

Domain-Specific
Gen Al Models

Al Simulation

Artificial General intelligence

Model Hubs Open Source LLMs

Self Supervised Learning Multimodal GenAl

LangOps

Retrieval Augmented Generation

Generative Al Enabled Applications

Transfer Learning

AI TRISM

Prompt Engineering

Al Augmented Software Engineering

Foundation Models

Synthetic Data

Large Language Models

GenAl Workload Accelerators

GenAl Enabled Virtual Assistants

<2 Yrs. 2-5 Yrs. 5-10yrs. >10Yrs.Plateau will be reached:

E
X

P
E

C
T

A
T
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N

S

T IM E

INNOVATION
TRIGGER

TROUGH OF
DISILUSIONMENT

SLOPE OF
ENLIGHTENMENT



2024 Pulse Report: Interacting with AI

53%

46% 45%

36%

27%

43%

16%
13%

17%

13%

19%

15%

6%

12% 11%
7%

11% 11%

Nonprofit Financial services Publicly traded Public sector Privately held All

Researching future use of Artificial Intelligence Using Artificial Intelligence for internal audit activities

Auditing use of Artificial Intelligence in your organization

Nonprofit, Financial 

Services, and 

Publicly Traded 

organizations are 

more involved in AI 

research and 

activities.

AI Research and Activities by Industry



Digital Disruption: AI Washing

Implying AI when 
none exists

Exaggerating AI 
capabilities

Using buzzwords 
without substance

What is AI 
Washing?

Why is AI Washing a 
Problem?

Regulatory 
Compliance

Reputational 
Damage

Legal Risks

Security Risks

Misallocation of 
resources

How Can Internal 
Auditors Address It?

Increase 
awareness

Assess AI claims

Develop clear AI 
guidelines

Independent 
reviews



Digital Disruption/AI Regulation

Road to AI Regulation

ChatGPT launched

Nov 2022

OpenAI’s Sam 
Altman urges AI 
Regulation in Senate 
hearing

May 2023

White House meets 
with CEOs of top AI 
companies 
(Microsoft, Google, 
OpenAI)

May 2023

EU AI Act drafted by 
the European Union

Jun 2023

AI Companies 
agree to guardrails 
on new tools

Jul 2023

Federal Trade 
Commission opens 
investigation into 
OpenAI’s ChatGPT

Jul 2023

President Biden 
signs an executive 
order to guide 
development of AI

Oct 2023

AI Security 
Guidelines adopted 
by 18 countries – 
including U.S., U.K., 
and Canada.

Nov 2023



Digital Disruption/AI

Source: 2024 Risk in Focus Report

Engage with management on emerging technologies to 
provide risk and controls advice on the implementation of 
new systems

Evaluate how mgmt. structures and thinks about data, 
including whether the data taxonomy is granular enough to 
identify and mitigate appropriate risks

Provide assurance the business identifies core IT systems 
and processes that can be used to embed privacy and data 
controls to reduce the compliance burden across the three 
lines

Proactively broach emerging risks with the board, 
emphasizing the potential upsides of taking a proactive, 
early-adopter strategic position

Internal Auditors Can Lead By:



Human Capital



2024 Pulse Report: Hiring Trends 

13%

49%

77%

84%

89%

58%

13%

27%

31%

22%

34%

26%

1%

4%

9%

8%

5%

1 to 3

4 to 9

10 to 24

25 to 49

50+

All

Recruited to backfill an open existing position

Recruited for a newly created position

Recruited for a temporary position

Internal Audit Function Hiring in Past 12 Months



Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey

7%
of internal audit leaders 
are undetermined

3%
of internal audit leaders 

will decrease staff 

levels

68%
of internal audit leaders 
will keep their existing 
staff levels unchanged

22%
of internal audit leaders 

will increase their FTEs

2024Looking to
Human Capital

Hiring and Retaining Internal Audit Talent



Human Capital

Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey

Internal Audit’s Bandwidth

2022

2023

External Provider Hours

Internal Audit Hours

External Provider Hours

Internal Audit Hours

80%

20% 30%

70%

Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey



Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey

DAYS

2022 2023Access to technical skill set

35% 41%

Labor market

44% 38%

Compensation requirements

43% 38%

Flexible work demands

35% 35%

Competition

40% 35%

Balancing remote vs on-site requirements

34% 28%

Lack of budget

44% 25%

Human Capital

Biggest Challenges in Hiring and Retaining Internal Audit Talent



Human Capital

Internal Audit Skills Difficult to Develop and Retain

Source: 2023 Jefferson Wells Internal Audit Priorities Annual Survey

60%

51%

42%

31%

24%
26%

21%

54%

46%
43%

33%
30%

22%
19%

0%

10%

20%

30%

40%

50%

60%

70%

IT Audit Data Analytics Cybersecurity Operational 
Understanding

Soft Skills Regulatory 
Compliance

SEC Financial 
Reporting

2022 2023



Hiring Recent

College Graduates

24%

38%
43%

56%

70%

1 TO 3 4 TO 9 10 TO 24 25 TO 49 50+
L

IK
E

L
IH

O
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D
 O

F
 H

IR
IN

G
 %

NUMBER OF INTERNAL AUDIT EMPLOYEES AT ORGANIZATION

Human Capital

Source: 2024 Internal Audit Talent Pipeline Survey, Deloitte/Internal Audit Foundation

45% 

of hiring managers plan to hire recent college 

graduates for entry-level internal audit roles 

in the next 12 months



The IAAP and IAEP combined represent more than 120 colleges and universities worldwide. 

North America

75 

Latin America

7 Africa

6

Middle East

7

Asia Pacific

12

Europe

18

Growing our Talent Pipeline: IIA Academic Programs



IIA Initiatives



IPPF Evolution



A new mandatory element being developed.

Approved Topical Requirements will cover 

governance, risk management, and control 

processes over specific audit subjects.

Topical Requirements

IPPF Evolution



IPPF Evolution: Topical Requirements

IPPF Evolution: Topical Requirements

Topical

Requirements
Defined

• Requirements when providing 

assurance on the topics.

• Recommended practices.

• Applicable for a specific audit topic or 

engagement.

• Covering aspects of governance, risk 

management, and control processes.

Topics Being Considered:
• Cybersecurity

• Sustainability: Environmental, Social & Governance

• Third-party Management

• Information Technology Governance

• Assessing Organizational Governance

• Fraud Risk Management

• Privacy Risk Management

• Public Sector: Performance Audits

Timeline

Topical Requirement on 

Cybersecurity will be 

published

(Date: Q4 2024)

2023 2024 2025

Topical Requirement on 

Cybersecurity will open for 

90-day public comment

(Date: Q2 2024)

Topical Requirements 

under development

(2023-Q1 2024) 

Additional Topical 

Requirements will be 

developed (Date: TBD)



Global Advocacy & 
Corporate Governance 
Engagement



ADVOCACY SUCCESSES

Corporate governance 

response letter to 

OECD

Educating officials on IA’s 

role in AI, cyber, data 

privacy, etc.

Created U.S. 

Congressional & Canadian 

Government Key Person 

Programs

IIA victory on 

PCAOB 

regulation

z

2023 Advocacy Successes



Develop global model 

legislation

Enhance direct advocacy 

efforts in Canada

Leverage expertise of 

public policy committees

Finalize global public 

policy positions paper

Strengthen corporate 

governance engagement

Center internal audit in AI, 

data privacy, cyber, crypto, 

ESG policy debates

2024 Advocacy Priorities



Global Advocacy: Regulatory Change

U.S. Legislation Being Monitored:

Putting Investors First ActH.R.448

National Risk Management Act of 2023S.824

Understanding Cybersecurity of Mobile Networks ActH.R.1123

Data Privacy Act of 2023H.R.1165

Kids Online Safety ActS.1409

RECOUP ActS.2190

Responsible Financial Innovation ActS.2281

Digital Consumer Protection Commission Act of 2023S.2597

Kids PRIVACY ActH.R.2801

AI Accountability ActH.R.3369

National AI Commission ActH.R.4223

Financial Innovation & Technology for the 21st Century ActH.R.4763

Clarity for Payment Stablecoins Act of 2023H.R.4766

Digital Asset Market Structure and Investor Protection ActH.R.5745

Bipartisan Framework on AIDraft

AI Research, Innovation, & Accountability ActDraft

Artificial Intelligence and Data Act (AIDA)Bill C-27

Critical Cyber Systems Protection Act (CCSPA)Bill C-26

Canadian Legislation



Corporate Governance Engagement 

2024 CGE North America Initiatives

Launch campaign 

to require IA 
functions in 

publicly traded 

companies 

Enhance existing, 

but insufficient IA 
requirement at 

NYSE

Develop new IA 

requirement at 
NASDAQ & TSX

Build relationships with 
influential CG thought 

leaders at large service 
provider firms

Ensure IA is properly 

represented in thought 
leadership

Stock Exchange Campaign Service Provider Engagement





Preliminary Findings

Profession Role

Increasing use of emergent technologies for 
administrative & monitoring activity automation 
powers → greater efficiency and capacity to 
expand IA focus + agile & continuous auditing

Expanding from accounting & financial focus
→ risk management, ESG & corporate values 
focus

Shift from hindsight → foresight orientation

Elevated from assurance/compliance focus 
→ advisory/business strategy focus

Powered by emergent tech; IA provides essential 
analysis & interpretation of tech-provided information

Rooted in and set apart by broad organizational POV 
& connections

Shift from retroactive police/watchdog 
→ proactive partner

Shift from hidden & narrow reviewer 
→ integrated leader

Elevated from providing information & assurance → 
insight & anticipation



VISION 2035

Internal Audit is at a decision point

lAs and Stakeholders agree:

Source: 2023 Bauman Research & Consulting/Knapp + Associates International

• Too tech focused
• Loses the humanity

• Can't adapt to context

• Embrace & take ownership of new tech
• Redefine IA and its value

• Be bold, visionary, proactive

• Resist adapting or go too slow, 
too conservative

• Profession shrinks in numbers 

and influence

• Completely resist changes
• Do not innovate

• Trust is lost



Vision 2035: 
Roll-Out

6

/ / / / / / ACTION / / / / / / 

Synthesizing the Insights: 
 Research Work Session
 June 2024

5

• Scan QR code to the right

• Survey closes March 15, 2024

• Share the survey with your internal audit 

colleagues and stakeholders

Participate in the Vision 2035 Survey

/ / / / / / SYNTHESIS / / / / / /

Quantitative: Global Survey

Dec. 2023-Mar. 2024

4

Vision 2035: Next Steps

/ / / / / / / / / / / / / / / / / / / / / / / / / / RESEARCH & DISCOVERY / / / / / / / / / / / / / / / / / / / / / / / / / / 

Qualitative Discovery: IA 
Professionals/Stakeholders
  July-Nov. 2023

Future Foresight Work 
Session

June 20-21 2023

Project Foundations: 
Secondary & Netnography

May-June 2023



We must Think 

Different to chart 

our course for the 

future.

Proactively broach 

emerging 

technologies and 

risks with board

Technology presents 

tremendous 

opportunities and 

risk. 

Prepare for adoption 

of the new Global 

Internal Audit 

Standards

Key Takeaways



JULY 15-17, 2024 | WASHINGTON D.C.

WALTER E. WASHINGTON CONVENTION CENTER



Follow us on Instagram

Follow us @iiaglobal


