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Most Common Security Mistakes Made by 
Individuals (2001)

 Poor password management

 Leaving your computer on, unattended

 Opening e-mail attachments from strangers

 Not installing anti-virus software

 Laptops on the loose

 Blabber mounts (file access open to the world)

 Plug and Play without protection

 Not reporting security violations

 Always behind the times (OS, application patches)

 Keeping an eye out inside the organization TCTC 2021                                                                      Marchany Copyright 
2021



Net Access isn’t Equal

 Some areas have no internet access
 Some areas have poor internet access
 https://it.vt.edu/resources/home-internet-tips.html

 ISP rate based charge structure
 Campus WiFi Parking lots
 https://vtnews.vt.edu/notices/it-nis-driveupwifi.html

 EDITORIAL COMMENT – My Opinion only (Flame Retardant Suit On)
 #WFH shows the Net has become a utility.

 It should be regulated as such.

 21st Century version  of Rural Electrification Project TCTC 2021                                                                      Marchany Copyright 
2021
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Hacker Attack Goals

Hacker attack goals are 1 or more of the following: 

 DATA theft/disclosure aka data breaches 
 ATTACK other sites using hacked assets
 DESTRUCTION of company data (deletion or 

ransomware). 

 DEFEND accordingly
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Where does CSC fit in your Cyber Program?
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Gap It!   Audiscripts.com
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CSC Alerting/Reporting/Analytics
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CSC 1 - Inventory & Control of HW
Assets
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Control 1 - Finding Waldo

 Given an IP address, can you locate it and find the 
owner?
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IPv4 address

Wired Wireless

STATIC DHCP Aruba Mgt Console
(Radius), NAT or PAT?

Username

How is Address
Generated?

DHCP lease times?

Owner PID



CSC 1: Hardware Inventory WFH WTF?
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 Can’t inventory what’s not yours. Or can you?
 Can you “disconnect” a host from your network?
 ISP will get abuse complaints not your org. 
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CSC 2 - Inventory & Control of SW
Assets
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Your Work Computer Became Your Home 
Computer

 What happens to software inventory?
 WFH not new but # of WFH computers has 

INCREASED
 Will your company tools work outside of your work 

network?
 Active Directory?
 Authentication? 2 factor?
 Software Licensing?
 Virtual Private Network (VPN)? TCTC 2021                                                                      Marchany Copyright 
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CSC 13 – Data Protection
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CSC 3 - Continuous Vulnerability Mgt
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WFH Part Deux
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 Can your IT scan computers at your house?
 May be blocked by your ISP
 May work in a “pull” mode where the client initiates the scan 

request



CSC 4 - Controlled Use of Admin
Privs
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CSC vs WFH
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 Does your home computer meet any regulatory 
requirements imposed on the data you use?

 If you use your home computer for work, you should 
follow your office’s security requirements on it.

 Create a separate userid for work stuff. Keeps 
personal separate from work.
 Browser history, photos, personal sensitive data vs. work 

sensitive data. Can limit ransomware damage.
 When you’re done #WFH, you can delete that account



CSC 5 - Secure Config for HW, SW
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CSC 6 – Maintenance, Monitoring & 
Analysis of Logs
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 What network traffic visibility exists from computers at 
your house?
 None probably unless you require VPN.

 What type of logs will you need to collect in this new 
WFH environment?



CSC 12 - Boundary Defense
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Border? What Border?

 Internet 1.0 – static servers, endpoints
 Internet 2.0 – static servers, mobile endpoints
 Internet 3.0 – mobile servers (containers, serverless), 

mobile endpoints (laptops, phones, 
tablets, IoT, ICS)

 WFH has moved us to Internet 3.0
 Data and Identity become the new border
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CIS Benchmarks
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CSC Map to CIS Benchmarks

 Pick appropriate CIS Benchmark
 Map benchmark to Framework
 Example: NIST 800-171 -> CSC
 https://library.educause.edu/resources/2016/9/nist-sp-800-

171-compliance-template

 Cut commands out of benchmark doc, paste into flat file to 
create security configuration script file – mods may be
needed
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Sneak Peek – Version 8
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What Changed?

 From 20 Controls to 18 Controls
 Rolled 2 controls into a 3rd control

 Added Service Provide Management control to deal with 
Cloud services
 For cloud-specific guidance, refer to the CIS Cloud Companion 

Guide - https://www.cisecurity.org/white-papers/cis-controls-cloud-
companion-guide/

 Reorganized the 1st 3 controls into an “Inventory” set of 
controls
 CSC 1 – Hardware Inventory
 CSC 2 – Software Inventory
 CSC 3 – Sensitive Data Inventory TCTC 2021                                                                      Marchany Copyright 
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Summary

 20 Critical Security Controls provide a bridge between 
security frameworks, industry and local standards and 
operational actions.

 Start with the Basic set 
 Version 8 coming out late spring 2021
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